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During the 2006/2007 period, the Panel met only once, immediately prior to the current International Seminar; however, the members had extensive e-mail exchanges throughout the year. 

At the outset of its deliberations, the Panel reviewed its membership. Over the last year, one member had left the group, while several others had opted for mainly passive (“associated”) membership. As a consequence, the Panel has had to look for an amplification of its collective resources, both in numbers, and –  given the increasingly complex technical nature of the subject matter – for broader multidisciplinary expertise. Although cybersecurity is a global issue, better geographical distribution also appears advisable, and the Panel thus needs to seek additional qualified members, in particular from India and China, given their advanced ICT development. Any addition would, of course, have to be discussed with the WFS presidency and secretariat. 

Over the current year, and at the session, the Panel divided its time between analytical and operational activities. Constant analytical reassessment and learning in this field are indispensable, as technological change takes place at a revolutionary speed, and cybersecurity challenges grow at the same or a faster pace. The threat landscape has, over this year, once again evolved in an alarming manner. 

Our analytical efforts have culminated in three papers, discussed at this session, and which I attach to this Report. Dr. Helmbrecht in his paper gives a state-of-the-art overwiew of the current threat picture from a German perspective. Prof. Barletta’s paper, a continuation of the PMP’s earlier work on cyber terrorism and cyberwar scenarios, compiles our current knowledge about the recent massive cyber incidents in Estonia, which may have been the first real cyber attack on a nation State infrastructure, and is thus a ominous precursor of things to come. Prof. Lehmann, with an important contribution from Prof. Britkov, analyses longer-term developments in ICT technologies, computing structures and applications. The new mega trends are breathtaking especially because of the very short time frames within which they are likely to be realized.

Some of the key concepts in this third paper are the following:

      Technologies: ultra-minituarization of circuits; massive parallel

                            processing with multi-core processors; invisible 

                            ubiquitous computing and communication 

                            components; rapid further changes towards wireless 

                            data transport; new uses of fiber optics, quantum 

                            mechanics;  new generations of “smart” devices.

      Computing paradigms and structures: distributed computing

                           (grid computing); organic computing; molecular or

                           DNA computing; quantum computing; connectionist

                           networks and computing (“artificial neural nets”); 

                           the semantic web.

     Applications: exponential growth of “embedded” systems; omni-

                           present RFIDs; biometry; omnipresent integrated

                           sensors; the “Internet of Things”; autonomously

                           operating and self-organizing ICT systems allowing for 

                           across-the-board interconnectivity, including 

                           autonomous connectivity; further perfections in speech

                           recognition and output.

One specifically mentioned development is the growth of VoIP communication, leadingly rapidly to a complete migration of all voice and data communication traffic, from fixed or mobile sources, to IP, a convergence that creates a communication universe with a new order of magnitude of cyber vulnerabilities. 

All these incipient developments toward Next Generation ICT, and perhaps most of all the current overall trend towards invisibility, ubiquity and omnipresence of computing and communication capabilities, have this vulnerability in common. The major new cybersecurity challenges that are now envolving lead us into uncharted territory. It is certain that the exponential growth of new connectivities and access possibilities mean a quantum leap in exposure to cyber attacks.

These developments must be seen before the background of tremendous advances in cyber attack techniques. The sophistication of viruses, phishing sites, spam techniques and volume lead to a phenomenal ability to implant extensive botnets, that are capable of sustained, high bandwidth attacks.  At the same time, perpetrators of cyber attacks are no longer playful hackers, but well organized conglomerates with criminal intent and substantial economic resources and technological prowess. These conglomerates have been seen to form transient alliances for attacks with both political and economic motives. They are increasingly able to achieve dominance in the swift development of new attack software. At a recent meeting of the International Telecommunications Union (ITU), some renowned experts have seriously questioned whether the ongoing battle for cybersecurity can still be won. The Panel has thus concluded that the dangers in cyberspace have notably increased and that we are at a critical juncture in safeguarding acceptable levels of cybersecurity.

As regards the operative activities of the PMP, they relate to the development of the multilateral processes since the 2003/2005 World Summit on the Information Society (WSIS) in which the Panel participated with documents and recommendations of its own. In the aftermath of the Summit, and under a mandate from it, the ITU has now emerged as the lead agency and focal point for the international  cybercrime challenge. The annual Facilitating Meetings of the ITU have rapidly  become a form of cybersecurity summit and central trading place for cybersecurity information. The ITU has adopted a Global Cybersecurity Agenda and runs a central Internet portal, the ITU Cybersecurity Gateway.

Members of the PMP participated in the 2007 Facilitating Meeting in May and have integrated the PMP successfully in the newly forming global cybersecurity community. At the invitation of the ITU we have accepted to make contributions, as an independent NGO and given the coincidence of interests and agenda, to the ITU Cybersecurity Work Programme to Assist Developing Countries 2007-2009 that is presently being finalized.

The PMP has offered the following input which, at the same time, will form the thrust of its own work programme in 2007/2008 (Numbers refer to ITU action areas):

National Strategies and Capabilities

· 6.6  Toolkit for Promoting a Culture of Cybersecurity

The PMP will develop a set of Principles for Creating and Sustaining a Cybersecurity Culture.  These principles will be broader than the OECD cyber-security guidelines and will include (a) public sector responsibilities in responding and cooperating to cyber attacks and investigations, (b) private sector responsibilities in preventing security breaches, (c) factors to consider in balancing cyber security with civil liberties, human rights, and individual privacy, and (d) aspects of an enterprise security program that most impact the creation of a cybersecurity culture.

· 6.5  Online Cybersecurity Experts Forum to Help Developing Countries Develop Capacity

· 6.7
 Online Training Modules for Cybersecurity Awareness and Solutions

Building on its earlier work, Toward a Universal Order of Cyberspace: Managing Threats from Cybercrime to Cyberwar, submitted as a civil society paper to the WSIS Geneva event,
 the PMP will develop content on emerging threats for cybersecurity to raise awareness in developing countries of new threats and risks on the horizon.  The content can be presented as a training module or serve as online resource material to help developing countries understand trends and develop capacity that takes into account future risks.  Topics covered will include distributed computing/grid computing and considerations regarding information warfare and critical infrastructure protection.  The PMP will provide annual updates to this material.

· 7.3  Toolkit for Model Cybercrime Legislation for Developing Countries

The PMP will assist the American Bar Association’s Privacy & Computer Crime Committee develop a Model Cybercrime Law with Explanatory Comments, providing international participation and perspective and expertise regarding (a) public-private sector cooperation, (b) international cooperation and investigative assistance (including 24/7 contact networks), and (c) harmonizing legislation.

· 9.2  Botnet Mitigation Toolkit for Developing Countries

The PMP will provide a document discussing the legal and regulatory considerations associated with countering, tracking, and tracing botnets, including factors important to research and development (R&D) in this area.  PMP member Jody Westby has provided assistance to the U.S. Department of Homeland Security regarding legal/policy issues associated with cyber security R&D, including initiatives addressing botnets.  The input provided by the PMP will include international jurisdictional and legal/policy considerations that, when understood, can be factored into response capabilities and initiatives targeted at botnets.

· 12.1  Elaboration and Development Indicators for Cybersecurity
The PMP will provide the ITU with a listing of identified experts and resource materials in the areas of (a) measuring cybersecurity (including controls and metrics), and (b) return on investment for cybersecurity.  The identified experts and resources are expected to be valuable resources in developing a common approach for benchmarking cybersecurity, identifying cybersecurity trends, and justifying investment in enterprise security programs.

This cooperation with the ITU will not only serve to optimize the work of the PMP and maintain it at a state-of-the art level, but will also add to its international profile in the service of the WFS.

In addition to, and apart from, the ITU’s Work Programme, the PMP over the next work period, plans to deal with the following topics:

· The national and international security angle of cybersecurity

· Emerging scenarios of cyberterrorism and cyberwarfare

· Obligations of governments to cooperate in cyberwar

investigations

· Public and private interaction in responses to cyberwar

Interaction

· Criteria for establishing a universal 24/7 Situation Center

· Government actions and controls, including Internet filtering,

     and their impact on civil liberties, access to information, 

     individual privacy, and human rights.

� See � HYPERLINK "http://www.itu.int/dms_pub/itu-s/md/03/wsis/c/S03-WSIS-C-0006!!MSW-E.doc" ��http://www.itu.int/dms_pub/itu-s/md/03/wsis/c/S03-WSIS-C-0006!!MSW-E.doc�. 





